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Abstract 
Security of RSA cryptography lied in the difficulty of factoring the number p and q bacame the prime  
factor. The greater the value of p and q used, the better the security level was. However, this could result in a very  
slow decryption process. The most commonly used and discussed method of speeding up the encryption and 
decryption process in RSA was the Chinese Remainder Theorem (CRT). Beside that method, there  was another  
method with the same concept with CRT namely Aryabhata Remainder Theorem which was also relevant  used  in  
public key cryptography such as RSA. The purpose of this study was to obtain an effective method to RSA especially  
in the decryption process based on the calculation of the time complexity of computing. 
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1. Introduction 
Rivest Shamir Adleman's (RSA) cryptography Security lies in the difficulty of factoring the 
number p and q bacomes the prime factor of the number n (n = p . q), especially if the values of p and q  
are very large primes. The greater the p and q value used in key generation, the better the security level of 
the key is. This makes it almost impossible to fact n quickly even though it uses an efficient algorithm to 
break RSA keys [1]. However, the negative impact is the process time for encryption and decryption 
becomes very long. For example, using 1024-bit numbers, RSA decryption on small devices  like 
PalmPilot III can take up to 30 seconds. Similarly on a very busy web server process, RSA decryption can 
significantly reduce the number of SSL requests per second that the server can handle. Of course this can 
cause the use of RSA cryptography to be uncomfortable due to the decryption process is too long [2]. 
RSA was discovered by a group of scientists (Ron Rivest, Adi Shamir and Leonard Adleman) of 
the Massachussets Institute of Technology in 1977 [3]. RSA is an asymmetric key cryptography that is 
two different keys for encryption (public key) and decryption (private key). Both keys are created (using 
the key pair generator algorithm) of two different prime numbers (p and q). The larger the primes are 
used, it is becoming increasingly difficult to reconfigure it quickly[4]. 
Chinese Remainder Theorem (CRT) is an algorithm that is often used and discussed to speed up 
the process of encryption and decryption in RSA [5]. CRT is one of the most important number theories 
and is useful for reconstructing integers within a certain range of values of modulo residues of relatively 
prime [6]. In addition to the CRT, Aryabhata Remainder Theorem (ART) is also used to resolve X from 
the module residue pair X mod vi = mi (for i = 1, 2). Some principles underlie simplicity in this solution, 
which have been found to be applicable to solve the general case of residual X iteratively, requires only 
one modulo inversion operation and some modular reductions become modular mi which is smaller than 
composite M [7]. 
Research conducted by Rao and Yang [8] only explains and discusses the relevance of ART to 
public key cryptography algorithms. Research conducted by Yang and Chang [9] describes the efficiency 
of ART in the modulus calculation process with common factors. In addition, in this study Yang and 
Chang point out that the user's key length can be reduced in the information protection system by using 
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describes the use of CRT and ART in a basic watermarking scheme that works with Discrete Cosine 
Transform (DCT) domains for higher image authentication and PSNR values. 
In previous studies, there was no researcher on ART in RSA cryptography where this criticism is 
one of the public key cryptography types. Therefore, in this paper the researcher will analyze ART on 
RSA cryptography. 
 
 
2. RSA Key Pair Generator Algorithm 
Here is RSA key pair generator algorithm [11] : 
1. Select two primes p and q, provided that gcd(p-1, q-1) = 2 
2. Calculate : n = p x q 
3. Calculate : Φ(n) = (p-1) x (q-1) 
4. Choose two integers dp and dq so : 
gcd(dp , p-1) = 1 
gcd(dq , q-1) = 1 
dp ≡ dq (mod 2) 
5. Determine the value of d so: 
d ≡dp (mod p-1) and d ≡ dq (mod q-1) 
6. Calculate : 
e ≡ d-1 (mod Φ(n)) 
 
so the result was that the public key was the pair of (e,n) and private key was the pair of (d,n). 
 
 
3. Encryption Algorithm 
Here's the RSA encryption algorithm: 𝐶 = 𝑀𝑒 𝑚𝑜𝑑 𝑛 
Description : C = value of chipertext 
M = value of plaintext 
e = public key 
 
 
4. Decryption Algorithm 
The size of variables d and n greatly affected the complexity of RSA decryption (𝑀 = 
𝐶𝑑 𝑚𝑜𝑑 𝑛). To reduce the large size of the two variables the remainder theory could be used (remainder 
theorem) and the little theory of fermat (Fermat’s Little Theorem). Here was the RSA decryption 
algorithm with a reduced private key [12] : 
 
𝑀𝑝 = 𝑀 𝑚𝑜𝑑 𝑝 = (𝐶𝑑 𝑚𝑜𝑑 𝑛) 𝑚𝑜𝑑 𝑝 
= 𝐶𝑑 𝑚𝑜𝑑 𝑝 (𝑠𝑖𝑛𝑐𝑒 𝑛 = 𝑝. 𝑞) 
= 𝐶𝑑 𝑚𝑜𝑑 (𝑝−1) 𝑚𝑜𝑑 𝑝 
= 𝐶𝑑𝑝 𝑚𝑜𝑑 𝑝 𝑤𝑖𝑡ℎ 𝑑𝑝 = 𝑑 𝑚𝑜𝑑 (𝑝 − 1) 
 
thus obtained: 
1. The private key became: 
dp  = d mod (p-1) 
dq  = d mod (q-1) 
...………………(1) 
 
2. The value of ciphertext became: 
Cp = C mod p 
Cq = C mod q 
…………..………..(2) 
 
3. The message value (M) of the result of the ciphertext value reduction became: 
𝑑𝑝 
𝑀𝑝 = 𝐶𝑝 
𝑑𝑞 
𝑀𝑞 = 𝐶𝑞 
𝑚𝑜𝑑 𝑝 
𝑚𝑜𝑑 𝑞 
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5. Application 
The ART and CRT algorithms were used in the RSA decryption process. This was because the 
value of ciphertext was greater than the plaintext value so that the decryption process took a longer time 
than encryption [13]. Based on the decryption algorithm described above, from equation (3) two numbers 
of congruent and simultaneous were obtained ie: 
 
𝑀  ≡  𝑀𝑝 𝑚𝑜𝑑 𝑝 
𝑀  ≡ 𝑀𝑞 𝑚𝑜𝑑 𝑞 
 
so it could be solved by ART or CRT method. 
 
5.1. ART Method 
 
If p < q then, 
Input : X = ART(Mp, Mq, p, q) 
Step 1 : 
N1 = 1, X1 = Mp 
………….(4) 
 
Step 2 : 
𝑁2 = 𝑁1 . 𝑝 
𝐷2 = 𝑁2 𝑚𝑜𝑑 𝑞 
𝐶2 = 𝐷−1 𝑚𝑜𝑑 𝑞 
𝑈2 = [(𝑀𝑞 − 𝑋1) . 𝐶2] 𝑚𝑜𝑑 𝑞 
𝑋2 = 𝑋1 + 𝑈2 . 𝑁2 
 
If q < p then, 
Input : X = ART(Mq, Mp, q, p) 
Step 1 : 
N1 = 1, X1 = Mq 
Step 2 : 
𝑁2 = 𝑁1 . 𝑞 
𝐷2 = 𝑁2 𝑚𝑜𝑑 𝑝 
𝐶2 = 𝐷−1 𝑚𝑜𝑑 𝑝 
𝑈2 = [(𝑀𝑝 − 𝑋1) . 𝐶2] 𝑚𝑜𝑑 𝑝 
𝑋2 = 𝑋1 + 𝑈2 . 𝑁2 
 
Description: 
X2 = plaintext value 
 
5.2. CRT Method 
Input : X = CRT(Mp, Mq, p, q, n) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
𝑛 𝑛 
𝑋 = [𝑀𝑝 ( ) 𝑦1 + 𝑀𝑞 ( ) 𝑦2] 𝑚𝑜𝑑 𝑛 
Description: 
𝑦1 = (𝑛/𝑝)−1  𝑚𝑜𝑑 𝑝 
𝑦2 = (𝑛/𝑞)−1  𝑚𝑜𝑑 𝑞 
n = p.q 
𝑝 𝑞 
 
The ART and CRT methods described above were implemented in the form of RSA decryption 
pseudocode to easily calculate and analyze the complexities of both methods. Researchers used big-Oh 
notation to calculate each method complexity[14]. 
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5.3. ART Analysis 
Table 1. ART Analysis 
Pseudocode Cost Times 
Ni = 1 C1 1 
Xi = mp C2 1 
d = Ni * p C3 1 
Ni = d C4 1 
Di = Ni % q C5 1 
bil_1, bil_2 = Di, q C6 1 
bil_3, bil_4 = 1, 0 C7 1 
while bil_1: C8 2log(n) 
quotient = bil_2 C9 2log(n) 
bil_1, bil_2 = bil_2-(quotient * bil_1), bil_1 C10 2log(n) 
bil_3, bil_4 = bil_4-(quotient * bil_3), bil_3 C11 2log(n) 
if bil_2 == 1: C12 1 
Ci = bil_4 % q C13 1 
else: C14 1 
Ci = 0 C15 1 
d = mq – Xi C16 1 
Ui = d * Ci % q C17 1 
Xi = Ui * Ni + Xi C18 1 
 
so the value T (n) was obtained: 
T(n) = C1 + C2 + C3 + C4 + C5 + C6 + C7 + C8 (2log(n)) + C9 (2log (n)) + C10 (2log(n)) + C11 (2log(n)) + C12 
+ C13 + C14 + C15 + C16 + C17 + C18 
 
= C8 (
2log(n)) + C9 (
2log(n)) + C10 (
2log(n)) + C11 (
2log(n)) 
= (C8 + C9 + C10 + C11) (2log(n)) 
= (C8 + C9 + C10 + C11 ) 
log 𝑛 
log 2 
= [(C8+C9+C10+C11)] log 𝑛 
log 2 
T(n) = log(n) = O(log(n)) 
 
description : 
n = bil_1 
T(n) = the complexity of computing time to value n 
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5.4 CRT Analysis 
Table 2. CRT Analysis 
Pseudocode Cost Times 
x = q C1 1 
bil_1, bil_2 = x, p C2 1 
bil_3, bil_4 = 1, 0 C3 1 
while bil_1: C4 2log(n) 
quotient = bil_2 C5 2log(n) 
bil_1, bil_2 = bil_2-(quotient * bil_1), bil_1 C6 2log(n) 
bil_3, bil_4 = bil_4-(quotient * bil_3), bil_3 C7 2log(n) 
if bil_2 == 1: C8 1 
y = bil_4 % p C9 1 
else: C10 1 
y = 0 C11 1 
z = mp * x * y C12 1 
X = X + z C13 1 
x = p C14 1 
bil_1, bil_2 = x, q C15 1 
bil_3, bil_4 = 1, 0 C16 1 
while bil_1: C17 2log(n) 
quotient = bil_2 C18 2log(n) 
bil_1, bil_2 = bil_2-(quotient * bil_1), bil_1 C19 2log(n) 
bil_3, bil_4 = bil_4-(quotient * bil_3), bil_3 C20 2log(n) 
if bil_2 == 1: C21 1 
y = bil_4 % p C22 1 
else: C23 1 
y = 0 C24 1 
z = mq * x * y C25 1 
X = X + z C26 1 
X = X % n C27 1 
 
then the value T(n) was : 
T(n) = C1  + C2  + C3  + C4 (2log(n)) + C5  (2log(n)) + C6  (2log(n)) + C7  (2log(n)) + C8  + C9  + C10   + C11   + 
C12 + C13 + C14 + C15 + C16 + C17 (2log(n)) + C18 (2log(n)) + C19 (2log(n)) + C20 (2log(n)) + C21  + 
C22 + C23 + C24 + C25 + C26 + C27 
= C4 (2log(n)) + C5 (2log(n)) + C6 (2log(n)) + C7 (2log(n)) + C17 (2log(n)) + C18 (2log(n)) + C19 
(2log(n)) + C20 (2log(n)) 
= (C4 + C5 + C6 + C7 + C17 + C18 + C19 + C20) (2log(n)) 
= (C4  + C5  + C6  + C7 + C17 + C18 + C19 + C20) 
log 𝑛
 
log 2 
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= [
(C4+C5+C6+C7+C17+C18+C19+C20)] log 𝑛 
log 2 
T(n) = O(log(n)) 
 
description : 
n = bil_1 
T(n) = the complexity of computing time to value n 
 
 
6. Conclusion 
ART and CRT methods could be used to shorten the processing time of the RSA decryption 
process. Based on the analysis using big-Oh notation (O), the results of the complexity calculation  of 
ART and CRT methods were O(log(n)) or called logarithmic complexity. This indicated that  both 
methods had equally good computing capabilities where the growth of processing time was slower than 
growth n. 
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